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i SensePost Suru Web Proxy i 0 ] A |

Cancel | < Back | Next > I

& SensePost Suru Web Proxy I =) ]

-

Welcome to the SensePost Suru Web Proxy Setup T

Wizard qrj

The installer will guide you thraugh the steps required ta install SensePost Suru\Web Proxy on wour
computer.

WARNIMG: This computer program iz protected by copyright law and international treaties.
Unauthorized duplication or distibution of this program, or any partion of it, may result in severe civil
or criminal penalties, and will be prosecuted ta the maximum extent possible under the law.

Canesl | < Back | Net » I

=10l
License Agreement S
T
-

Flease take a moment to read the license agrieement now. |f you accept the terms below, click '
Agree”, then "Mext'. Otherwise click '"Cancel”.

License Agreement ﬂ
Disclaimer

THIS SOFTWARE 1S PROVIDED "A5 |S", WITHOUT AWARRENTY OF ANY KIND.
SEMSEPOST DOM'T TAKE &NY RESPONSE FOR ANY DAMAGES SUFFERED AS A

RESULT OF USING, MODIFYIMG OR DISTRIBUTING THE SOFTWARE. IN NO EVENT

'WILL SEMSEPOST BE LIABLE FOR AMY LOST REVENUE, PROFIT OR DATA,. OR FOR
DIRECT, INDIRECT, SPECIAL, CONSEQUENTIAL, INCIDENTAL OF PUNITIVE

DAMAGES. HOWEYER CAUSED AND REGARDLESS OF THE THEORY OF LIABILITY,
IARISING OUT OF THE USE OF OR INSBILITY TO USE SOFTWARE, EYEN IF

SEMSEPOST HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES. LI

¢ | Do Mot sgree | Ages

Cancel ¢ Back | et s I




.1 SensePost Suru Web Proxy

Select Installation Folder
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C:.\ Program Fi | es\ SensePost\ Suru
45 - 7 ,

C:\Program Files\S ensePasthSu B I -

i SensePost Suru Web Proxy

Confirm Installation

.1 SensePost Suru Web Proxy

Installation Complete
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~Proxy server

v Ise a prowxy server For wour LAR {These settings will not apply to
dial-up or ¥PMN conneckions),

Address: |12?.|:|.|:|.1 Park: |2|:u:|2| .ﬁ.dvanced...l

[ Bypass proxy server for local addresses

I I Cancel |
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| Fuzz DB Managenent |
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[ reloaice ) ci\Pragram Filss\SensePostiSuntFuzDBy | [Szlsce fuze file =

! 4 7 6 43 $$5* 7
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43 $$5*7
| Fuzz DB Management |
Find Drirectony Fuzz D_Bchati.n_n_fn.rq!.lick.nau_ INew_FiIe_Name
.E AT S ciiPragram Files\SensePostiSuniFuzzDB || [szls ce fuzs fils |
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2 49 7
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~Proxy server

v Ise a prowxy server For wour LAR {These settings will not apply to
dial-up or ¥PMN conneckions),

Address: |12?.|:|.|:|.1 Park: |2|:u:|2| .ﬁ.dvanced...l

[ Bypass proxy server for local addresses

I I Cancel |
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Browse request Send raw request

GET rch

Accept: imagefaif, image/=-xbitrmap, imagefjpeaq, immagelpjpeq, applicationfx-shockwave-flazh,
Referer: ¢

Accept-Language: en-za
Proxy-Connection: Keep-alive

User-Agent: Mozillaf4.0 (cormpatible; MSIE 6.0; Windows NT 5.1; SW1; .MET CLR 2.0.50727; .MET
Host: www.google.co,za

1B



T AutoGroup

0.95713:audiaudi - Google Search:
0,93741:zensepostizensepost - Google Search:
0.261&8 firefox firefox - Google Search:

“Browsze rezporse” “Show Raw Responze™

0,93092 microzofti microsoft - Google Search:

0,92654 ciscaiciscn - Google Search:

“Browse response” “Show Raw Response™

3
#
_googlesl,lndication_,clickstream,advertising ijg,gi{,png,css,js,ico l
0:
3 %& ¥
#
D B



; 7 Fecalculate | — 800
=] o.000 faw -] 0.500 High =_S= Al

<titlex : st
< ftitle s S Auto Sroup

Emsétﬁﬂ e
!&“fmw}m

Send RawReques

Browse Request

' Clear cache ’
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SensePost Suru Web Proxy v1.0.0.21699

onfig |

g
-

Specific Recon target M

Expand all Collapze all Manually Reload tree ClearJob Guade’

Status 4




SensePost

SensePost § .
Add Delere

 Status 4
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windowsupdate.com
microsoft

adobe

.gou

il

Feload DB | =prog S\SensePostiSy | |select fuzz file I Click update

I Create fSave file I

CEr— . . -
- Foe =

ClearALL Remove those pesky tooltips Bk,

Status

N
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el
IDroHy | Recon | Mizc | Caonfig |

302 4+ G 00 www.google.com f

200+ G 00 www.google.co.zaf

301 + G 00 www. slashdot.com f

200 4+ G 00 slashdot.org #

+ G 00 ad,doubledick, net f adjfostg. slashdot’mainpage_p2_sky:pg=index;logged_in=0:tile=1;0rd=£532792250091133

200 + G510 slashdot.org fsearch.pl

200 + G 00 ad. doubleclick. net fadjfostg. slashdotimainpage_pZ_sky;pg=searchi;logged_in=0;tile=1;tpc=nuclear; ord=5%17993635857 2694
200 + G 4 0 genweb.ostg.com fgoogle

302 4+ G 00 www google com

:-Irn:|u,t_:i'ei-7i|t'_2; Egc:l_ude_'ﬁllt'e:.r |googlesyndication.clickstream, advertising ||ipg,giﬂpng,cssajsaico

GET fsearch?hl=enfg=sensepost+researchabtnG=Google+Search&meata= HTTR/1.0

Accept) irnage/gif, irmage/w-xbitrmap, imagedipeg. imagefpipea, applicationfx-shockwave-flash, application/vnd.mis-exczl, app Update URL st
Feferar: | e —
Accept-Language: en-za “ Autollpdate
Proxy-Connection: Keep-alive & showhosts
Uzer-Agent: Mozilla/4.0 (compatible; MSIE 6.0; Windows NT S.1; SWi; MET CLR 2.0.50727; .MET CLR 1.1.4322)
Hast: www, googleico.za

_r_\ Fuzz autostart

. s b
Cookie: PREF=ID=81d2f770712b2b42: TM=11520828326:LM=1152088326: S=H0WPgwtRalm3SceH Send RawRequest
Browse Request
Clear cache
| | il
Huost |www.goog|e.co.za | Porv;l 20 |C 55L Req Time 10h 34m 18z 346ms=
HTTR/1.0 200 OK
Cache-Contral: private
Content-Type: textfhtrnl; charset=UTF-8
Server: GWS/2.1
Date: Wed, 05 Jul 2006 08:34:20 GMT
Connecion: Close
| Parameter contral § ; | FuzzyLogic Trigger |
O TR | INEEER ] &
L - - » o Recalculats —
= - e |jo.000 Low |jo.500 High ! ¥ ,
- File ( FiIeLocate-] one | L Pause _) I o 2 oy =
<titlex B = . Talerance
e : o » ; L)
IFUZZ string library quick nav ;I_(Basel?esponse L Stop p =ftitle= Stop L. 0,020~

Checking indexakbility for f on genweb.astg.corn S5L s False 2




ensePost Suru Web Proxy v1.000.21699

& D scripts

~[legin.pl

-waw.google.com

D www.google co.za
[ search

[ www.slashdat.com

D slashdot.arg

D saarch.pl

D ad,doubleclick, net

B]--D adj

E|D genweb. astg.com

“Oaecal=

Expand all Collapse al
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Updates the Browse windows with the latest requests.
Only required if “AutoUpdate™ is not checked

Torggles the automatic updating of the Browse window. By
default this is enabled. When editing a request in the
Request window or in the Request Edit window, automatic
updating will be disahled

i N
Update LIEL Est

M autoupdate By default this is checked. In the Browse window, the hostis

il listed in the browse field. if this is unchecked the host will not
- a"'tc's'cart‘ he displayed. (i.e. Used when only testing a single site,

Send RawReguest because showing the host is not necessary

| Ae—

Browse Request

i When checked, the application will

Clear cache automatically hegin fuzzing using the
B selected Fuzz file, after the "FUZZCTRL™
marker is inserted in the request.

-

Sends a request and renders the response in raw HTHML
format

Sends a request and renders the result in the replay browser

Clears all entries in the Browse windowv.. WARNING! It does not
ask you if you are sure or not. The cache will disappear after
this button is clicked



HEAD / HTTP/1.0
[Connection: close

I Update URL Est |

ﬂ Autollpdate
ﬂ Show hosts

D Fuzz autostart

sﬁieﬁt RélWOfBI’DWS eque‘St\\_) : Send Raw Reques%;
. R Browse Request
Enter the target host and port._ Check for $SL ’

Clear cache !

Enter request + any additional headers here

10h 33m 33z 652mz

@ Raw HTML result

. # *
N O#
2 @ #

@ 4 # 7 4 # 7
8 + #

4@ O 7 - !

#

;@ # 40 0:6 7

GET fzearchrhl=anig=
Accept: irmage/qgif, "lma.gefx--xhltm_ap; irmagefipeg
Referer: f )
Accept-Language: en-za . [ AutoUpdate
Proxy-Connection: Keep-Alive T Show hosts
User-Agent: Mozills/4.0 (cornpatible; MSIE 6,0; Windows NT 5,19

Host: www.google.co,za ' )
Cookie: PREF=ID=81d2f770712b2b42: TM=1152088326:LM=1152082%

Zrmeta= HTTR/1.0 f \
: : Update URL st

agefpjpeg. app|i'catizonfx—.shock.ma.ue%ﬂ ash, app“’cati:om"und. ms-excel, _-appiic._a.ﬁionf_\l_n;:hm

MET CLR 2,0,50727; .MET CLR 1,1,4322)

D Fuzz autostart

N"D\l_\l"Dgia.irR:'a_D_]mané-H " Send RawRequest’

_P] f Clearcache
N——

13h5m 45s 983ms .

www.google.co.za

HTTR/1.0 200 OK (eampatible; MSIE 6.0 Wind:
Cache-Contral: private '

Mantard-Tuna: tavtthtrals Fharcat=l ITE-2

1H



200+ G 3 0 www.gooagle.co.za fzearch

200=+ 3 0w ,goo gle. earch

11 # - ! !

N =
QW
H*
H

1 SURU Webproxy Request Editor

Browse request Send raw request

arch

fccept: image/gif, imagesx-=bitmap, imagefipeg, image/pipeq. applicationfx-shockwave-flash,
Refarar:

Accept-Language: en-za
Proxy-Connection: Keep-Alive

Uzer-Agent: Mozillaf4.0 (compatible; MSIE 6.0; Windows MT S5.1; SW1; MET CLR 2.0.50727; .NE1
Host: www. google.co.za

0! GB! &
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| Fuzz DB Management |

Find Directory : l Update from SensePost l
Reload DB IBla!-Execute ta LI ICIick update LI

IAII-EHecute.th

|dir piping - M3
=dir redirection - MS
?:dl.rr E:::g -zhfli'qg Used for updating Direcories, file names
Ils piping - Unis and types from SensePost.
<lz redirection - Unix This button is not used for Fuzz
il= tring - Unix congifuration.
&l typingZ - Unix
I Create fSavefile I

@] , 3 $$5* 9

I 43 $$ 5% ( 7 3 $$ 5*

9 - 43 5 7 3 $$5*
43 $$5* 7

$$ 3 $$5*

! 4: 5%7 3 $$
5*
3 $$ @
] $$ - 49 y 7
3 $$5*
2 #
@ $$ 3 $$5*
* $$
9 - WP&
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3 SwizzCheeze Intranet - Login - Microsoft Internet Explorer

J File Edit “ew Favorites Tools  Help

J Address @ http: /i1 Iscriptsflogin.pl j

e Information

EMATL test
PIM esssses

Log in

12



! # *

200 +G 00168, {=criptzflogin.pl
200 +G 00168, {=criptzflogin.pl
Include filter Excludefilter  |googlesyndication,clickstrearm, aduarti

Accept-Language: en-za
Coantert-Type: application/x-www-farm-urlencoded
Proxy-Connection: Keep-Alive

User-figent: Mozillaf4.0 (compatible; MSIE 6.0; Windaows NT 5.1; SW1; MET CLR 2.0.30727; MET CLR 1.1.4322)
Host: 168,

Content-Length: 44
Pragma: no-cache

username=testdpassword=testl 23%zubmit=Lag+in
| |
Host 163, | Pore E S5L Req Time 14h 35m 565

HTTR/1.1 200 OK

Server; Microsoft-I1S/5.0

Date: 'Wed, 05 Jul 2008 12:35:528 GMT
getlzar test,tast123 = =5

Contert-Type: textihtml; charset=150-5559-1

9 3 %% %
$$ : 3 $$5* ( &
~ | Fuzz DB Management |
£ \ ; ;
Find Crirectory Fuzz DB lacationfar quick nav "‘:"”'SQL-tH':
: ! LihSecToolshSensePostiSuniSuril
Reload DB 2 4FuzzDBY |P-||-SQL-':Ht =
admin'-- S3L 101 - test for admin with comment
admin' SOL 101 - test for admin without comments
'test SOLinjection test
'tast-- Sl injection tast with camments

'ar 1=1--ar 1=1 with camments for alpha

or 1=1-- or 1=1 for numbers

‘or 1=1 or 1=1 without comments for alpha
ar 1=1 of 1=1 withaut camments far numbers
‘or'1'='1 ar 1=1 by completing the query

'ar 1=1#ar 1=1 with my=sgl commenting - alpha
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. $$ @
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@
8

Browse Request

y 12300
et DiiSecTools\SenseP osthSuniSunil
A 2o :
o
| - : : “/titlex

1:admin'--:0:SwizzCheeze Intranet - Login Failed:SQL 101 - test for
0.07453:admin':1:Error in CGI Application:SQL 101 - test for admin =
0,075 'testi 2:Error in CGI Application:SQL injection test
0,08759:'test--i3:Error in CGI Application: SQL injection test with co
1ior 1=1--:4:5wizzCheeze Intranet - Login Failed:or 1=1 for numbe
0,07143:'0r 1 SiError in ©GI Applicationior 1=1 without cornments
0.48815:'or iSwizzCheeze Intranet - Welcorme:ior 1=1 with c

Start all —
T SN PrEesle e
. CihSecTools\SensePostiSuniSuru 2

= WFuzzDBlAl-SQLES = Tetier

- <fritle>

18
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. 7 sURU Webproxy Request Editor

Browse request

POST fzcript gin.pl

|

v=-zhartcut ta FuzzDB --v--

F<: 0000aLL-FUZZ-STRIMGS tat
FZ: Al-E Recute. bt
FZ: All-SGL bt

F: AT raverzal bat
F<. All-nion-Select. bt

Accept: images/gif, image/=-xbitmap, imagefipeg, image/pipeq. application/x-shockwave-flazh,
Feferar: f=scriptsflogin.pl

Accept-Language! en-za

Content-Type: application/x-www-form-urlencoded

Proxy-Connection: Keep-Alive

Uzer-Agent: Mozillaf4.0 (compatible; MSIE &.0; Windows MT S5.1; SW1; MET CLR 2.0.50727; .NE1
Host: 168,

v sul:nmit

2 / &
3 3%
3
_ !
9
$$ % - - &
@ $$
* # 430NN9! : 67 -
# - |



# # 4*
I $3
[ 430NN9! : 67 -
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$$
) % &
4% 7 !
$$ #

o =[gglegac= Uil

1658.210.1.34,95

tent=2;URL=login. pl: ¥ |

o

ot e |DiNSecToolshSenzePastiSuniSunl
FileLaocate WFuzzDBYWAT-E recube it

f'-”'EHECLItE.th BazeResponse
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0.,07453admin':2:Error in CSI Application:SQL 101 - test for admin without 1.
D 08759 'test--1 3:Error in ©GI Application: SOQL injection test with comments
eze Intranet srnetor 1=1 with carmrment:
or 1= S:5wizzCheeze Intranet - Login Failedior 1=1 for numbers
07143:'or 1=1:6:Error in CGI Application:or 1=1 without cornments for alph
48819:'or '1'="117:15wizzCheeze Intranet - Wealcome!or 1=1 by completing
07407:' or 1=14#:8:Error in CGI Application:or 1=1 with mysgl cammenting
or 1=1#:9:5wizzCheeze Intranet - Lagin Failed:or 1=1 with mysgl comrmer
or 1=1:10:5wizzCheeze Intranet - Login Failedior 1=1 without comments f
"ar1=1#:11:5wizzCheeze Intranet - Login Failed:or 1=1 with terminating
07407 1admin'#:12:Error in CGI Application:username admin with mysgl co—d
I'rogress har\ tor 1=1:13:5wizzCheeze Intranet - Login Failedior 1=1 with no comments {7
| Fuzzylo

Positive result

False result

Interesting result

FOREREOOORE

ogic Trigger || . .
—~ N — - ________-Toggle fuzzy logic checking on/off
e - - A il | Recalculste Jf i 29FLT=
Al limit fields ——————={0.000 Low =] 0.500 [ High | P R
I | ge— — :
<title > [orart | - _:< ‘——EHPOR d "i'oleran;e Toggle Fesult savind Sh/off
4 1
<ftitlaz Stop |l {_AutoGroup m
2 Tolerance setting
Content extraction start and end markers Action buttons

Al condition selection

0 - 4A 7

0.07452:admin':2:Error in CGI Application: SQL 101 - test for admin without
III 08759 test--1 3 Error in CGI Appllcatlnn SQL injection test with cormments

Fi'ar 1=1--14:5wizzCheeze i wl=1 with cormmment
1.Dr 1=1--:5:5wizzCheeze Intraneat - L:
0.07143:'ar 1=1:&:Error in CGEI Applicat
0.45881%:'ar '1'="1:7:1SwizzeCheeze Intra
0.07407:" or 1=1#:8:Error in CGI Applic  ghow reply
lior 1=1#:9:SwizzCheeze Intranet - Lc ith rvsgl cormmer
lior 1=1:10:SwizzCheeze Intranet - Lo ithout cormments §
1:" or 1=1#:11:5wizzCheeze Intranet - Login Failed:or 1=1 with terminating
0.07407 ;admin'#:12:Error in CGI Application:usernarme admin with mysgl co
lior 1=1:13:SwizzCheezs Intranet - Login Failed:or 1=1 with no comments {

comrents for alpk
=1 by completing
vzql comrenting

all but these

Browse reply

! @ 4AXK7 4K7

0,42819:'ar 1=1--:14:5wizzCheeze Intranet - Welcorme:or 1=1 with cormn
0.42819:'or '1'="1:17:18wizzCheeze Intranet - Welcorme:ar 1=1 by compl

| FuzzyLogic Trigger |

 —

Recalculats __LgFLT

{0488 Lew = 0,500 High T Pe— N
! = e—

o = Export

<title= | Start
| i Tplerance

| < title s | stop 2 '\ Auto Group !n.mng:




T AutoGroup

0,075 testiErrar in CEI Application: SQL injection test

0.07453admin':Error in CGI Application:SQL 101 - test for admin without commments
0.02759  test--1Error in CEI Application: SOL injection test with carmrents
0,07143:"'ar 1=1:Error in ©GI Application:or 1=1 without cornments far alpha
0.07407:' or 1=1#:Error in ©GI Application:or 1=1 with rmyzql commenting - alpha
0,07407 i adrmin'#: Errar in CEI Application:username adrmin with mvsgl comrenting

“Browse responze” “Show Raw Responze”

liadmin'--iSwizzCheeze Intranet - Login FailediSQL 101 - test for admin with cormment
1:or 1=1--;SwizziCheeze Intranet - Login Failed:or 1=1 for numbers

l:ar 1=14#:5wizzCheeze Intranet - Login Failed:or 1=1 with mysgl commenting - numbe
A

1:

1

or 1=1:5wizzCheeze Intranet - Login Failedior 1=1 without cormments for numbers

of 1=1#:SwizzCheeze Intranet - Login Failed:or 1=1 with terminating strving a quote
or 1=1:5wizzCheeze Intranet - Login Failedior 1=1 with no cormmments for numbers

| B

“Browse responze” “Show Raw Fesponse™

0.423519:'ar 1=1--:5wizziCheeze Intranet - Welcome:or 1=1 with cornments for alpha
0.42819: 0r '1'="11SwizzCheeze Intranet - Welcorne:or 1=1 by cornpleting the query

“Browse responze” “Show Raw Response™
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T AutoGroup -__,-_I I l

1:admin'--:SwizzCheeze Intranet - Login Failed:SQL 101 - test for admin with comment
1:or 1=1--;SwizzCheeze Intranet - Login Failed:or 1=1 for numbers

1:or 1=1:SwizzCheeze Intranet - Login Failed:or 1=1 without comrments for numbers
1lior 1=1:8wizzCheeze Intranet - Login Failedior 1=1 with no cormments for numbers
1ior 1=1#:SwizzCheeze Intranet - Login Failed:ior 1=1 with my=ql commenting - numbe
1:" or 1=1#:SwizzCheeze Intranet - Login Failed:or 1=1 with terminating string a quote

| i

“Browse responze” "Show Raw Responze”™

0,07453  admin':Error in ©SI Application:SGL 101 - test for admin without comments
0,075 'test:Error in ©GI Application: SQL injection test

0,08759: "test-—Errar in ©GI Application: SOL injection test with comments
0.07143:'or 1=1:Error in ©GI Applicationior 1=1 without cornments for alpha
0.48819:'or 1=1--:SwizzCheeze Intranet - Welcomeior 1=1 with comments for alpha
0,07407:' or 1=1#:Error in CGI Application:or 1=1 with mysgl commenting - alpha
0,48819:'or '1'="1:SwizzCheeze Intranet - Welcome:ior 1=1 by completing the query
0.07407 1adrmin'#Error in CEI Applicationiusernarme admin with myvsgl comrmenting

“Browse responze” “Show B aw Responze”™

“titfe=

158 . = ritle= Stop Auto

Tolerance sets the sensitivity of A,_l_:tq-G:l_'m_l'p'il_tg"



i

SwizzCheeze Intranet - Login Failed:SGQL 101 - test for admin with comment
SwizzCheeze Intranet - Login Failedior 1=1 for nurbers
:SwizzCheeze Intranet - Login Failed:or 1=1 without comments for numbers
1SwizzCheeze Intranet - Login Failedior 1=1 with no comments for nurmbers
1ior 1=1#:5wizzCheaze Intranet - Login Failedior 1=1 with rmysgl comrmenting - numbe
1:" or 1=1#:SwizzCheeze Intranet - Login Failed:or 1=1 with terrinating string a quote

| o

“Browse responze”™ “Show Faw Responze™

0,07453 admin':Error in CGI Application:SQL 101 - test far adrin without comments
0.075: 'test:Error in CGI Application: SGL injection test

0,02759 "test--:Errar in CGI Application: SQL injection test with comments
0.07143:'ar 1=1:Error in ©GI Application:or 1=1 without comrments for alpha
0,07407:' or 1=1#:Error in CGI Applicatianior 1=1 with mysql commenting - alpha
0,07407 admin'#:Error in ©GI Applicationiusername admin with rvsgl cormmenting

“Browse responze” "Show Raw Responze”

0.45819:'ar 1=1--15wizzCheeze Intranet - Welcorme:or 1=1 with carmments for alpha
0,48819:'ar '1'="1:5wizzCheeze Intranet - Welcome:ar 1=1 by completing the query

“Browse rezporse” “Show Faw Responze™

<fitle> o

Lower tolerance = More granular Auto Groupings
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